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Author’s introduction

This report draws on information from interviews and publicly
available from Australian Government reports, AIC agency
documents and websites. Due to the sensitivity of the subject
matter, discussion of specific projects and examples is limited.

Although the report highlights many challenges facing
companies that are seeking to partner with the AIC, the
intention was not to indicate that the AIC is difficult to work
with.

Rather it is to highlight areas were the AIC is different from
other parts of government and why this is so. Only with this
understanding can an informed business relation be built.

I would like to thank David Beveridge and many others for their
significant contributions to this report.

Athol Yates
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Executive Summary

More than $500 million is spent each year by the
Australian Intelligence Community (AIC). On the surface,
this expenditure would appear to offer a significant
opportunity for Australian business.

However, a detailed examination of the expenditure reveals
that the potential for the private sector is rather modest and
winning a portion of the work that results from this
expenditure is challenging. But this reserved assessment
does not mean that work in the AIC is not worth pursuing.

This report details the business opportunities in supporting
the AIC, and the costs and benefits of winning work.

The AIC comprises six Australian Government intelligence
and security agencies which are:

e Office of National Assessments (ONA)

* Australian Secret Intelligence Service (ASIS)

* Defence Signals Directorate (DSD)

* Defence Intelligence Organisation (DIO)

* Defence Imagery and Geospatial Organisation (DIGO)
* Australian Security Intelligence Organisation (ASIO)

Each AIC agency is quite different from the others as each
has a unique culture and modus operandi due to their
history, the type of work they undertake and staff
background. This means that companies selling to the AIC
should treat each agency as a unique client. Applying the
tools and techniques used in winning work in other AIC
agencies, let alone in Defence or the AFP, will not generate
success unless they are substantially tailored for each
agency.

In evaluating whether to enter the intelligence market,
companies obviously need to weigh up the costs and
benefits, and the opportunities elsewhere.

The costs of entering the AIC market include the price of
building relationships and trust, obtaining information on
opportunities, meeting product standards that can exceed
commercial standards and meeting personnel security
requirements that include vetting of staff.

The benefit of winning work with the AIC is generally
restricted to the profitability of each project. This is
because while completing a project allows you to get your
foot in the door of an agency, it does not make it much
easier to win work from another areas or different agency.
The marketing value of the work is also limited as agencies
invariably do not wish for their projects to be publicly
discussed. Consequently the practice of loss leading does
not make sense.

Selling products to the AIC is generally substantially easier
than selling services. This is because products often do not
require intimate access to the agency’s work and there is
no need to have a detailed understanding of how and
where the products will be employed. Examples of this are
storage systems, IT analyst tools and interception
equipment. A challenge for the supply of products is
ongoing support and maintenance. The broken equipment
often cannot be readily inspected unless service
technicians have security clearances and the details
necessary to replicate a fault might never be forthcoming.

Two types of services can be of interest to AIC agencies —
commercial support services and professional service
provision.

Commercial support services, such as recruitment and
training, are easier to supply than professional support
services, such as project management, engineering and
analytical services, which require intimate knowledge of the
agency’s operations.

It is important to remember that some work is unavailable to
Australian organisations, for all intents and purposes,
because of system sensitivities, such as cryptographic
systems, or the technical level of competence required.
However, in general, there is a preference at the senior
levels to use Australian product suppliers for routine COTS
products and maintenance as a way of reducing
dependence on other countries as well as lowering costs
and reducing response times.
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Size is not really a determinate in a company’s chances of
entering the AIC market. In many ways, smaller companies
have an advantage as the size of typical AIC projects is
often smaller than the viability threshold for large
companies.

Opportunities for the supply of goods and services are

directly related to the challenges which are facing the AIC

agencies. There are a number of cross-agency challenges

and these include:

® recruiting and training

* managing the volume of intelligence being distributed,
notably snapshot assessments

* ensuring the AIC is sustainable during extended crises
or when multiple operations are underway

* preventing mistakes as the agency expands

* meeting increasing demand

¢ the need to demonstrate to Government that the
additional funding given has delivered measurable
benefits

* data quality control

There are also a range of potential opportunities with
individual agencies. These include DSD’s four major
projects which have capital expenditure timelines out more
than a decade, and the work arising from DIGQO’s capability
development work.

Over the next few years, it appears there will be increased
opportunity for industry to contribute expertise and solutions
to the AIC. This assessment is based on the twin trends of
increased intelligence production requirements and too few
resources. These trends mean that efficiencies must be
found to ensure that the intelligence output is timely,
relevant and of appropriate quality. Working with the private
sector is one effective way of achieving this.

Due to the ingrained attitudes of secrecy and caution, the
increased use of the private sector will be neither rapid nor
constant across the AIC agencies. Another factor slowing it
down will be the isolated pockets of resistance in dealing
with the private sector. Their concern, once common in the
ADF, is that the private sector only cares about profit and
meeting contractual requirements, rather than about the
capability being delivered. Others are cautious about
engaging consultants and contractors, particularly for IT
work, because they worry that it will highlight the pay rates
and employment options within the private sector, leading to
AIC staff separating.

However, with the promotion of AIC leaders who are more
comfortable with technology and are focused on outcomes,
engagement with the private sector will inevitably increase
as it has across all government agencies.
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